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COURSE DESCRIPTION CARD - SYLLABUS

Course name
Risk management in IT systems

Course

Field of study Year/Semester
computer science 2/4

Area of study (specialization) Profile of study
Information Technology in Business Processes general academic
Level of study Course offered in
Second-cycle studies polish

Form of study Requirements
part-time elective

Number of hours

Lecture Laboratory classes Other (e.g. online)
16

Tutorials Projects/seminars

12

Number of credit points

3

Lecturers

Responsible for the course/lecturer: Responsible for the course/lecturer:
Tomasz Bilski, BEng, PhD

Prerequisites
Student should have knowledge on IT system structure and operation. Should have knowledge on
computer system architecture, operating systems, computer neworks, data security.

Course objective
Providing knowledge on models, standards, phases of risk management in IT systems. Providing skills on
risk management in exemplary IT systems.

Course-related learning outcomes
Knowledge
Student has detailed knowledge on:

- risk management process,
- risk analysis models,
- risk parameters used in risk analysis,

- risk psychology.
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Skills
Student is able to:

- select risk model,
- perform risk analysis in exempleary IT system,
- select appropriate risk reduction methods,

Social competences
Student understands:

- causes and results of cognitive errors,
- psychological aspects of risk.

Methods for verifying learning outcomes and assessment criteria

Learning outcomes presented above are verified as follows:

Theoretical knowledge is verified during 45-minute test performed last lecture. Theoretical test consists
of 8 questions. To achieve positive result student should get more than 50% of points. Test topics are
provided to students by email at the beginning of the semester.

Practical skills are verified during classes and during final practical test. To achieve positive result
student should get more than 50% of points. Test topics are provided to students by email at the
beginning of the semester.

Programme content
Lecture

1. Introduction. Basic terms definitions, including: data security policy, risk, residual risk, risk model
(according to NIST 800-30), risk management process. Legal requirements (general and branch),
directives, regulations and technical standards related to data security and risk management.

2. Risk management phases: context, evaluation, assessment, monitoring.

3. Risk analysis. Basic phases: initiation, threat identification, vulnerability identification, probability
evaluation, impact assessment. Risk analysis methods: (quantitative, qualitative, semiquantitative).
Parameters: AV (asset value), EF (exposure factor), SLE (single loss expectancy), ARO (annual rate of
occurrence), ALE (annual loss expectancy), ROSI (risk on security investment).

4. Risk reductions. Methods, constraints.

5. Risk psychology. Risk perception factors. Cognitive biases and their impact on decision making, biases
in opinions and probability assessment (including: gambler paradox, ,,hot hand”, conjunction error,
certainty effect, risk compensation theory, group polarization).

Classes
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Students perform risk analysis in exemplary IT systems.
Teaching methods

Interactive lecture (with questions for students) with a use of multimedia presentation. Files with slides
provided to students.

Classes in the form of individual and team tasks solution.
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Breakdown of average student's workload

EUROPEAN CREDIT TRANSFER AND ACCUMULATION SYSTEM (ECTS)

classes/tutorials, preparation for tests)*

Hours ECTS
Total workload 78 3,0
Classes requiring direct contact with the teacher 28 1,0
Student's own work (literature studies, preparation for 50 2,0

! delete or add other activities as appropriate
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